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ABSTRACT. The industrial revolution 4.0 is marked by the development and use of tech-
nology that is very broad, covering all fields from education, transportation, health, com-
munication, government, defense and security, business, and other areas connected to
the Internet. Along with these technological advances, the use of the Internet is a ne-
cessity. So that in the industrial era 4.0, it is also marked by the use of the Internet in
many aspects and the Internet has become a necessity or a condition called the Internet
of Things. The use of the Internet, which is very broad in all fields, is beneficial in the
process of daily activities. In the field of communication, it is certainly very helpful in
conveying information quickly so that it can get information in real time. One of the
uses of technologies that are supported by the Internet in the business world is the use of
digital signatures. Using a digital signature, the parties who will sign a document do not
have to meet face to face in a location. They just sign through the system. This kind of
process will make it easier in the business process. To maintain the confidentiality and
security of using digital signatures, it is necessary to pay attention to terms and condi-
tions so that these documents’ authentication is guaranteed. For this reason, the use of
digital signatures should be done by using a signature in a certified system. This research
provides an overview of the importance of maintaining confidentiality and security in the
use of digital signatures.
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1. Introduction. In the industrial era 4.0, all computers are connected to a shared
network or commonly known as being connected to the Internet. The Internet of Things
or IoT is what drives technological progress in all fields and encourages efficiency in
life processes. With the use of the Internet combined with the capabilities of computer
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technology, it is possible to make computers small in size but can process data faster
and larger. The rapid development of technology today can simplify various jobs, one of
which is by searching for and using digital signatures or e-signatures. We can sign many
files or documents via electronic devices such as smartphones or computers connected
via the Internet network. Breakthroughs like this are certainly very helpful in jobs that
require a lot of document signatures or correspondence. This condition was made possible
during the Covid-19 pandemic by carrying out work from home. Companies do many
international transactions and require file signing and no longer need to come to the file
storage location. Various banking risks in using the Internet really need anticipation
and alternative solutions to overcome the risk of uncertainty that occurs. The existence
of an electronic signature (e-signature) is one of the answers to this condition and is no
exception including digital signatures [1]. Electronic signature is one of the authentication
technologies that are considered safe enough to be used [2], to replace conventional hand
gestures, this is understandable because of the rapid development of technology in line
with digitization in the 4.0 industrial revolution which of course demands changes in the
process of signing of important document [3]. Currently, digital signature is part of the
message which confirms the correct source and indicates that the message has not changed
during the course of the document [4]. The data is encrypted uniquely and identifies the
sender by ensuring proper document integrity because technically only recipients with the
right software can read the signature code [5]. So that the recipient of a document with
a digital signature can ensure that the document does not change on the way [6].

2. Literature Review. Literature review of this paper is sourced from various literature
on which the writing is based. Literature comes from papers, journals, and articles on
blogs or websites from the Internet. The digital signature is a unique combination of hash
function and encryption with asymmetric methods [7]. To be able to sign an electronic
document, the document will be used as an input to the hash function. The hash function
is a one-way function that produces a specific function on every data entered in the hash
function [8]. The process starts from the sender of the message, namely the party who
signed the document signed the signature then processed through the hash function and
encrypted. The result of the encryption process is a digital signature sent to the recipient.
Every difference that occurs in one bin in a documented content that has been generated
will have a certain hash value [9]. Digital signature processing can be seen in Figure 1.

Electronic signatures can verify the authenticity of the received documents. The use of
communication information technology in government agencies is expected to be one of
the drivers in realizing environmentally friendly offices [11]. Digital signatures in Indone-
sia are regulated in Government Regulation No. 82/2012 concerning the Implementation
of Electronic Systems and Transactions, which functions as an authentication and verifi-
cation tool. A digital signature is an ordinary signature that is made electronically which
has the same function as an ordinary signature on a document or file [12]. Signature is
data if it is not faked, it can function that the person whose name is listed on a document
or file agrees with what is stated on the file and the document that is signed. According
to Law No. 19 of 2016 of the Republic of Indonesia concerning Electronic Transactions
and Information (UU ITE), which is an amendment to the ITE Law No. 11 of 2008, an
electronic signature is a signature consisting of electronic information that is attached,
associated or related to other electronic information that is used as a verification and
authentication tool [13].
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FIGURE 1. Process for creating and verifying electronic signatures [10]

3. Methodology. The methodology used in writing this paper is by collecting various
literature from the Internet, such as journals, papers, articles related to the topic as
a source of information. Furthermore, the various sources are analyzed and processed
further as a reference and enrich the material and examine the linkages between these
sources that support the writing of this paper. In summary, the methodology is

1) Collecting various sources of information in the form of journals, papers and articles
from the Internet;

2) Identify various sources of information that has been collected that are relevant to the
topic discussed;

3) Analyze the linkage of the identified information;

4) Compile and rewrite in a structured manner from various literature sources that have
been identified as relevant as the paper presented.

4. Result and Discussion. Digital signature is one of the ways used to guarantee the
authenticity of the document, so that the recipient of the document gets a guarantee
that the document received from the other party is the original document [14]. Digital
signatures can serve as a tool to verify and authenticate the identity of the party, signing
a document as well as to gain confidence in the authenticity of the signature stated on
the document. The signature can be in the form of a certified signature. Electronic
certification of a digital signature is carried out by the Electronic Certification Operator.
It is easy to prove the authenticity of a digital signature when the signature is certified.
Conversely, if the digital signature is not certified, it will have reverse proof properties
where the party who signed the signature must prove that the digital signature does not
belong to him.

4.1. Legal basis. In Indonesia, the use of digital signatures has begun to be regulat-
ed in Government Regulation (PP) No. 82 of 2012, concerning the Implementation of
Electronic Systems and Transactions. This PP applies to all electronic system operators.
Whereas what is meant by the operator here is every person, state administrator, business
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entity, and society who provides, manages and/or operates electronic systems individu-
ally or jointly to electronic system users for their own needs and/or the needs of other
parties (Electronic Transaction and System Administration, 2012). In this PP, every
public service is required to use an electronic certificate. This Government Regulation is
strengthened by the ITE Law, which also protects digital signatures.

Online Verification System (SiVION) provides digital certificates for applicants who
use digital signatures to conduct transactions electronically. SiVION also provides digital
certificate validation to applicants. Digital certificate validation is carried out to the
respective Electronic Certificate Providers (PSrE), and its parent is the certificate issuer
(Root Certification Authority/Root CA). Kominfo also prepares a National Root CA by
legalizing Government CA and Private CA and provides education to the public because
there are additional business processes in online transactions [15]. The government is
also very supportive of improving public services to the community in this case that
are electronic-based for all parties, both for individuals, the private sector, community
groups and the government itself. Ministry of Technology and Information as of the Root
Certification Authority (CA) can provide authority in the form of a CA as a guarantor
of public identity. Along with the development of technology, especially in the conditions
of the Covid-19 pandemic, it is hoped that more parties will be able to issue digital
certificates so as to increase the use of digital signatures (paperless). This process is no
longer affixing or pasting a manual signature that is affixed to digital documents but
using a certified digital signature because this will get a guarantee of confidentiality, and
safeguard the message content from unauthorized parties [16].

The legal basis for the use of digital signatures in Indonesia is regulated in Law No. 19
of 2016 of the Republic of Indonesia concerning Electronic Transactions and Information
(UU ITE) which is an amendment to the ITE Law No. 11 of 2008. The law states the
meaning and signs of digital hand. In contrast, a digital signature is a signature consisting
of digital information that is embedded associated or related to other digital information
which functions as a verification and authentication tool. Before implementing a digital
signature, it is necessary to delve deeply into this digital signing process. Because if you
do not understand properly and correctly, digital signatures will also be vulnerable to
forgery. According to the Government Regulation of the Republic of Indonesia No. 82 of
2012 paragraph 3, the following are the conditions that must be met in the use of digital
signatures.

1) The confidentiality of the manufacturing process must be guaranteed. This is very
important so that it is kept confidential and is not misused by other parties.

2) Using a special cryptographic lock so that it is not easily penetrated. As explained
above that for the security of digital signature storage, it must be very strict.

3) Storage media must also be ensured that it is safe from use and susceptibility to viruses.
Because if the file is infected with a virus and the virus steals important data, including
digital signatures, the hackers can use the stolen file for a crime.

4) The owner of the signature has full rights to store the digital signature because other-
wise, it can be dangerous and very vulnerable to being misused by other parties.

5) Digital signature storage media is also ensured to be able to detect or detect any
irregularities that occur in the file. The slightest change will have a negative impact
on digital signature holders because it is very risky if there is a fraud because the
signed document is an electronic document.

6) Parties involved in the digital signature process must be trusted to maintain.

The PP also states that the digital signature also functions as a tool for verification and
assessing the authenticity of the signer’s identity, integrity and authenticity of electronic
information. In addition, for every digital document that is distributed through electronic
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media, the approval is in the form of the digital signature, not a wet-signature scanned
from a scanner.

4.2. Digital signs in business. Businesses in modern economic development today
are heavily influenced by technological innovations that significantly change customer
behavior [17]. Electronic commerce transaction is a trade transaction conducted between
the seller and the buyer in meeting the needs of goods, services, by transferring rights
through electronic media so that the parties do not need to be physically present but the
transaction using the Internet network [18]. To make transactions with the Internet the
signature in the transaction document that is done can be done with a digital signature.
Digital signatures done directly today have been in demand by businesses, especially
those who need transaction practically [19]. The use of digital signatures in business in
the industrial era 4.0 is very important because it can simplify the process of signing a
document. Using a digital signature is also very efficient in terms of both time and cost
because the parties who will sign the signature do not have to come or meet at the location
where the document is located [20]. However, with current technological advances which
are supported by the very widespread use of the Internet in the industrial era 4.0, the use
of a digital signature that is certified in a document can be verified the authenticity of the
document. The process of using a digital signature that is certified for business purposes
can be illustrated in the example used or issued by the Public Printing Company of the
Republic of Indonesia or PERURI. Companies that will use a digital signature in order
to be certified for authenticity can register the use of that signature on a system issued
by PERURI [21]. After registering for the use of the system, the company will be given
access. The examples of this process are as follows [22].

1) Access the web portal with a browser (Chrome or Mozilla), and click the “Account
Registration” button shown in Figure 2.

Q

PEFINDO

DigitalDocument

Portal Digital Document
Sign in to start your session

e

FIGURE 2. Login page — https://e-form.peruri.co.id/perisai-pefindo/login

After that, a form will appear to upload the ID Card.

2) Upload ID card (max 1 MB in .jpg, .jpeg or .png format) shown in Figure 3.

Fill in the fields according to the data on the ID Card. Make sure that the field “Email
address” is filled with a work email address. Make sure the field “Handphone number”
is filled with cellular phone numbers that can receive SMS (Do not forget to top up your
credit). Field “Organization unit” must be filled in with the name of your respective
division. The field “Front View Employee Card Photo” must be filled in by uploading
image of each company ID Card.
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Upload Foto KTP
(Max. File Upload: 1 MB)

| Choose File |No file chosen

Ficure 3. Upload form image ID card (https://e-form.peruri.co.id/
perisai-pefindo/login)

If successfully registered, a confirmation message will appear that the registration was
successful with specific username and password. After successful sign-in, you can set the
initial specimen by clicking “Change Specimen”. Furthermore, you can try out the digital
signing procedure according to the given guidelines.

5. Conclusion. In the industrial era 4.0 which is marked by the widespread use of the
Internet in the field of public life or what is known as the Internet of Things, it also
has a huge impact on all areas. One of the positive effects in the business world is the
use of digital signatures. Especially in the current Covid-19 pandemic situation where
everyone is trying to maintain their distance, reducing face-to-face meetings, the use of
digital signatures is felt to be very important. Digital signatures can also provide more
assurance about the security of a document than a regular signature. The party receiving
the digitally signed document can check whether the document is a document that came
from the correct sender and can check whether the document has been altered after being
affixed with the digital signature, whether intentionally or unintentionally.

So, it can be concluded that using a digital signature will simplify and speed up the
process of signing a document because the parties do not have to meet in one location.
Using a digital signature will be very efficient in business processes. This conclusion also
supports the research that has been done previously, which states the need to apply
an electronic signature or e-signature to government electronic documents. Electronic
signatures can verify the authenticity of the received documents. Besides, the use of
digital signatures can reduce paper usage.

However, what needs to be considered to maintain confidentiality and security in the
use of digital signatures is that we must pay attention to the terms and processes for using
the digital signature. To the identity of the signature owner to be verified, the digital
signature needs to be registered with the document certification agency. If the signature
has been certified, the document affixed with the signature can be verified for authenticity
so that its authenticity will be guaranteed. If the document that has a certified digital
signature is changed after being affixed with a digital signature, data and messages will
appear regarding the change in the document.
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