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Abstract 
In data communication systems, the authenticity of data becomes important in the process of 
exchanging messages on insecure channels. If there is no security in the transmission process, 
then the possibility that occurs is an intercept from an irresponsible party. The elliptic curve 
defined in GF(p) is only closed to the sum, the process of adding two points in the elliptic 
curve always produces a point located on the elliptic curve, in this work using p = 149. The 
cryptography used by Elliptic Curve Diffe-Hellman (ECDH) to encrypt plaintext by changing 
the original message using a point on the curve with the help of the Python program. Elliptic 
Curve Cyptography (ECC) offers a better level of security compared to non-ECC 
cryptography because it has a shorter key size for example, a 160-bit ECC has a strength 
equivalent to 1024-bit RSA keys 
 
Keywords: Cryptography, Curve elliptic Diffie-Hellman, Encoding message, Algebraic group.   
 
 
1. Introduction 
 

The public key cryptographic system or often called asymmetric key cryptography was 
first proposed by Diffe and Hellman in 1976 who discovered a special method of key 
exchange implemented in the field of cryptography [1], [2]. The key for 𝑃𝑃𝑒𝑒  encryption is 
called a non-confidential public key [3], so it can be distributed on insecure channels. Whereas 
the 𝑃𝑃𝑑𝑑  decryption key is called a private key which is confidential and must be kept 
confidential. Elliptic-curve Diffe-Hellman (ECDH) is a key agreement protocol for 
constructing a public key or a partnership key that is formed from a mutually agreed private 
key. The key, or derived key, can then be used to encrypt messages which then use a 
symmetric-key password. 

 
In a previous study [4], we presented a decoding of the minimum binary Gilbert-

Varshamove code syndrome. In this paper, we discuss cryptographic implementations of 
elliptic curves [5]-[7] using elliptic curves over binary fields. We will discuss a number of 
issues, including coding the point to point, key generation process, and encryption. Arithmetic 
operations on elliptic curves are defined on real numbers, whereas cryptography operates on 
integers because in cryptography plaintext, ciphertext, and keys are expressed as integer 
numbers. Therefore, elliptic curves in real numbers are not used for the ECDH algorithm. For 
example 𝑃𝑃(𝑥𝑥1,𝑦𝑦1) and 𝑄𝑄(𝑥𝑥2,𝑦𝑦2) two points on the elliptic curve, the sum of the two points 
with operator + produces point 𝑅𝑅(𝑥𝑥3,𝑦𝑦3) which is also on the elliptic curve which also fulfills 
the closure axiom of the group 〈𝐺𝐺, +〉  [8]. 
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Arithmetic operations on elliptic curves are defined on integers or modular arithmetic so 
that arithmetic operations always produce integers in the same scope. Modular operation input 
requires 2 numbers, namely an integer 𝑎𝑎 and a positive number (modulus 𝑝𝑝) to return the 
remainder of division  𝑟𝑟 (written 𝑎𝑎 mod 𝑏𝑏) with the result of any modular operation integer 
number 𝑎𝑎 with an integer number 𝑝𝑝 always in the range 0 to 𝑝𝑝 − 1 or the modular operation 𝑝𝑝 
against 𝑎𝑎 is a mapping from the set of integer numbers (𝑍𝑍) to the set of modular residue sets 
{0, 1, 2, … ,𝑝𝑝 − 1}  denoted 𝑍𝑍𝑝𝑝 , for example the modular resuda set 𝑝𝑝 = 7 , written 𝑍𝑍𝑝𝑝 =
{0 , 1, 2, 3, 4, 5, 6}. 

 
2. Material and Method  
 

In this section, the materials and methods used are described as follows. 
 
2.1. Material 
 

The research material used to convert messages into code is the ASCII table which is 
accessed through the website http://www.asciitable.com. The process of encrypting and 
decrypting messages using the ECDH algorithm using the help of a program written by 
Ashutosh Ahelleya that requires a message mapping table to be a point on the elliptic curve. 

 
2.2. Method  

In this section, we discuss the methods used in converting messages into codes, using 
cryptography Elliptic curves include: the sum of points on a curve, doubling of points, 
point release, and point multiplication. 
 
3. Mathematical models  

This section discusses the related material (theory) of elliptic curves that will be used in the 
process of converting messages into codes. 

 
3.1. Elliptic Curve over Real Number 
 
The elliptic curve over a finite field is not an ellipse, the elliptic curve has the same common 
equation: 
 
𝑎𝑎𝑥𝑥2 + 𝑏𝑏𝑦𝑦2 + 𝑐𝑐𝑥𝑥 + 𝑑𝑑𝑦𝑦 + 𝑒𝑒 = 0                                      (1) 
 
where 𝑎𝑎, 𝑏𝑏, 𝑐𝑐,𝑑𝑑 and 𝑒𝑒 are coefficients in the form of real numbers. Given 𝑎𝑎, 𝑏𝑏 the set of real 
numbers that satisfy 4𝑎𝑎2 + 27𝑏𝑏2 ≠ 0 . Elliptic curves that are non-singular are the set 𝐸𝐸 
consisting of pairs (𝑥𝑥,𝑦𝑦) ∈ 𝑅𝑅 × 𝑅𝑅 together with infinity point 𝒪𝒪 that satisfy: 
 
𝐸𝐸 = {𝑥𝑥,𝑦𝑦| 𝑦𝑦2 = 𝑥𝑥3 + 𝑎𝑎𝑥𝑥 + 𝑏𝑏}⋃{𝒪𝒪}                                    (2) 
 
For each 𝑥𝑥 there are always two different 𝑦𝑦 values, where the 𝑦𝑦 value is the result of the 𝑥𝑥-axis 
reflection. The most interesting thing in the elliptic curve that is used in cryptography is the 
nature of the group. The points (𝑥𝑥,𝑦𝑦) on the elliptic curve together with the addition operation 
form a group 〈𝐺𝐺, +〉  where the elliptic curve equation solution and the infinity point  𝐸𝐸 =
{(𝑥𝑥0,𝑦𝑦0), (𝑥𝑥1,𝑦𝑦1), … , (𝑥𝑥𝑛𝑛,𝑦𝑦𝑛𝑛),𝒪𝒪 } . For example, elliptic curve charts mapped to real numbers 
with 𝑎𝑎 = −5 and 𝑏𝑏 = 3, write 𝑦𝑦2 = 𝑥𝑥3 − 5𝑥𝑥 + 3 in Figure 1. 
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Figure 1. Elliptic curve over real number 

 
 

We define the point operations as follows. First, let 𝐸𝐸 be an elliptic curve over real numbers. If 
𝑃𝑃,𝑄𝑄 ∈ 𝐸𝐸 where 𝑃𝑃 is the point (𝑥𝑥1,𝑦𝑦1) and 𝑄𝑄 is the point (𝑥𝑥2,𝑦𝑦2). If 𝑥𝑥1 ≠  𝑥𝑥2 then the sum 
operation 𝑃𝑃 + 𝑄𝑄 = 𝑅𝑅. Addition 𝑅𝑅 = (𝑥𝑥3,𝑦𝑦3). is sought by determining lines 𝑙𝑙 through 𝑃𝑃 and 
𝑄𝑄 that intersect at −𝑅𝑅, where 𝑅𝑅  is the result of reflection −𝑅𝑅 on the 𝑥𝑥-axis. The coordinates 
of the point 𝑅𝑅   can be determined by the following equation 𝑥𝑥3 = 𝜆𝜆2 − 𝑥𝑥1 − 𝑥𝑥2  and 𝑦𝑦3 =
𝜆𝜆(𝑥𝑥1 − 𝑥𝑥3) − 𝑦𝑦1 where 𝜆𝜆 = (𝑦𝑦2 − 𝑦𝑦1)/(𝑥𝑥2 − 𝑥𝑥1) [9]-[11] The second case, point 𝑃𝑃 and 𝑄𝑄  the 
same point 𝑥𝑥1 =  𝑥𝑥2  can then be written 𝑃𝑃 + 𝑃𝑃 = 𝑅𝑅 . 𝑅𝑅  is found by determining the line 𝑙𝑙 
which is tangent to the elliptic curve at point 𝑃𝑃, then the intersection of line 𝑙𝑙 with the elliptic 
curve is −𝑅𝑅 which is a reflection of the x-axis. The last case if 𝑥𝑥1 =  𝑥𝑥2 and 𝑦𝑦1 =  −𝑦𝑦2, in this 
case  𝑄𝑄 = −𝑃𝑃  where the lines 𝑙𝑙  through 𝑃𝑃 and 𝑄𝑄 do not intersect the elliptic curve so that 
they are said to have an infinity point, written 𝑃𝑃 + 𝑄𝑄 + 𝑃𝑃 + (−𝑃𝑃) = 𝒪𝒪.  
 
3.2. Elliptic Curve over GF(𝒑𝒑) 
 

Cryptographic systems based on eilptic curves do not actually use real numbers, but use 
limited fields such as modular fields of prime numbers GF(𝑝𝑝), where arithmetic operations 
correspond to addition and multiplication operations on 𝑍𝑍𝑝𝑝 . Adding operations on elliptic 
curves on GF(𝑝𝑝) have the same rules as real numbers. First case if  𝑥𝑥1 ≠  𝑥𝑥2  then the sum 
operation 𝑃𝑃 + 𝑄𝑄 = 𝑅𝑅 . Addition 𝑅𝑅 = (𝑥𝑥3,𝑦𝑦3) is sought by determining lines 𝑙𝑙 through 𝑃𝑃  and 𝑄𝑄 
that intersect at −𝑅𝑅, where 𝑅𝑅  is the result of reflection −𝑅𝑅 on the 𝑥𝑥-axis. The coordinates of the point 
𝑅𝑅  can be determined by the following equation 𝑥𝑥3 = 𝜆𝜆2 − 𝑥𝑥1 − 𝑥𝑥2  and 𝑦𝑦3 = 𝜆𝜆(𝑥𝑥1 − 𝑥𝑥3) − 𝑦𝑦1  where 
𝜆𝜆 = (3𝑥𝑥22 + 𝑎𝑎)/2𝑦𝑦1. The second case, point 𝑃𝑃 and 𝑄𝑄  the same point 𝑥𝑥1 =  𝑥𝑥2  can then be written 𝑃𝑃 +
𝑃𝑃 = 𝑅𝑅. 𝑅𝑅 is found by determining the line 𝑙𝑙 which is tangent to the elliptic curve at point 𝑃𝑃, then the 
intersection of line 𝑙𝑙 with the elliptic curve is −𝑅𝑅 which is a reflection of the x-axis. The last case if 
𝑥𝑥1 =  𝑥𝑥2 and 𝑦𝑦1 =  −𝑦𝑦2, in this case  𝑄𝑄 = −𝑃𝑃  where the lines 𝑙𝑙  through 𝑃𝑃 and 𝑄𝑄 do not intersect the 
elliptic curve so that they are said to have an infinity point, written 𝑃𝑃 + 𝑄𝑄 + 𝑃𝑃 + (−𝑃𝑃) = 𝒪𝒪 .  
Although, the elliptic curve E on GF(𝑝𝑝) cannot be described in the form of an elliptic curve E 
and the sum (+) operation forms the Abelian group 〈𝐺𝐺, +〉  [12]. 
 
3.3. Elliptic Curve over GF(𝟐𝟐𝒏𝒏) 
 

The cryptographic curve of the elliptic curve over GF(2𝑛𝑛) is almost similar to the elliptic 
curve over GF(𝑝𝑝 ),but the elliptic curve in GF(2𝑛𝑛 ) is a finite field whose elements are 
polynomials represented by binary numbers 0 and 1, besides the elliptic curve used 𝑦𝑦2 =
𝑥𝑥3 + 𝑎𝑎𝑥𝑥 + 𝑏𝑏  with 𝑏𝑏 ≠ 0  and 𝑎𝑎, 𝑏𝑏, 𝑥𝑥,𝑦𝑦  is a polynomial. The elliptic curve addition rule in 
GF(2𝑛𝑛)) has several cases.First case if  𝑥𝑥1 ≠  𝑥𝑥2 then the sum operation 𝑃𝑃 + 𝑄𝑄 = 𝑅𝑅. Addition 
𝑅𝑅 = (𝑥𝑥3,𝑦𝑦3) is sought by determining lines 𝑙𝑙 through 𝑃𝑃 and 𝑄𝑄 that intersect at −𝑅𝑅, where 𝑅𝑅  
is the result of reflection −𝑅𝑅 on the 𝑥𝑥-axis. The coordinates of the point 𝑅𝑅  can be determined 
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by the following equation 𝑥𝑥3 = 𝜆𝜆2 + 𝑥𝑥1 + 𝑥𝑥2 + 𝑎𝑎 and 𝑦𝑦3 = 𝜆𝜆(𝑥𝑥1 + 𝑥𝑥3) + 𝑥𝑥3 + 𝑦𝑦1 where 𝜆𝜆 =
(𝑦𝑦2 + 𝑦𝑦1)/(𝑥𝑥2 + 𝑥𝑥1) [13]-[15]. 

 
3.4. Elliptic Curve Diffie-Hellman (ECDH) 
 

The Diffe-Hillman key algorithm is a public-key algorithm that involves a large number of 
operations. The security of an algorithm is determined by the difficulty of calculating the 
discrete logarithm of a modulo continuity. Where a discrete logarithm problem occurs, if 𝑝𝑝 are 
prime numbers, 𝑦𝑦  is any integer,  and 𝑞𝑞  is the primary root of 𝑝𝑝  then finding 𝑥𝑥  of 𝑦𝑦 =
𝑞𝑞𝑥𝑥 (mod 𝑝𝑝)  is very difficult. For example, Alice and Bob agree on a prime number 𝑛𝑛 and an 
integer 𝑞𝑞 is the primitive of 𝑛𝑛 (𝑛𝑛 and 𝑔𝑔 are not secret). This algorithm is done by generating 
random integers 𝑥𝑥 and sending the calculation results to Bob, which is 𝑋𝑋 = 𝑞𝑞𝑥𝑥 mod 𝑛𝑛 . After 
that, Bob generates random integers y and sends the calculation result to Alice 𝑌𝑌 = 𝑔𝑔𝑥𝑥 mod 𝑛𝑛, 
Alice calculates is 𝐾𝐾 = 𝑌𝑌𝑥𝑥  mod 𝑛𝑛  and Bob calculates 𝐾𝐾′ = 𝑋𝑋𝑦𝑦 mod 𝑛𝑛  . If the calculation is 
correct then 𝐾𝐾 = 𝐾𝐾′ , which means the symmetry key has been successfully accepted by both 
parties. 

The 𝐾𝐾  symmetry key calculation algorithm is much simpler and more computationally 
efficient when using the Diffie-Hellman Elliptic Curve [13]-[15]. First, Alice and Bob 
approve the parameters of integers 𝑎𝑎 and b prime numbers in the elliptic curve equation 𝑦𝑦2 ≡
𝑥𝑥3 + 𝑎𝑎𝑥𝑥 + 𝑏𝑏 (mod 𝑝𝑝) and a base point 𝐺𝐺(𝑥𝑥, 𝑦𝑦) selected from the elliptic group to the addition 
operation. Domain parameter creation is not done by each sender or recipient as they will 
involves calculating the number of points on the curve to be takes a long time and is difficult 
to implement. The elliptic curve parameter domain above 𝐹𝐹𝑝𝑝  is defined as the equation 
𝑇𝑇(𝑝𝑝,𝑎𝑎, 𝑏𝑏,𝐺𝐺,𝑛𝑛,ℎ), where 𝑝𝑝 is field that the curve is defined over, 𝑎𝑎, 𝑏𝑏 he elliptic curve equation 
coefficient, 𝐺𝐺 the generator point is the group building elements, 𝑛𝑛 is prime order of 𝐺𝐺  i.e. 
positive integers smallest is 𝑛𝑛𝐺𝐺 = 0, and ℎ cofactor, number of points in the group elliptic 
𝐸𝐸𝑝𝑝(𝑎𝑎, 𝑏𝑏) divided by 𝑛𝑛. 

 
Algorithm 1 ECDH key generator algorithm 

Input: 
Output: 

1. 
2. 
3. 
4. 
5. 

Domain parameter (𝑝𝑝,𝑎𝑎, 𝑏𝑏,𝐺𝐺,𝑛𝑛,ℎ) 
Private key: 𝑥𝑥,𝑦𝑦 and Public key: 𝑃𝑃𝐴𝐴,𝑃𝑃𝐵𝐵 
Choose an integer 𝑥𝑥,𝑦𝑦 ∈ [1,𝑛𝑛 − 1] 
User A computes 𝑃𝑃𝐴𝐴 = 𝑥𝑥.𝐺𝐺 send to User B 
User B computes 𝑃𝑃𝐵𝐵 = 𝑦𝑦.𝐺𝐺 send to User A 
User A calculate 𝐾𝐾 = 𝑥𝑥.𝑃𝑃𝐵𝐵 = 𝑥𝑥(𝑦𝑦.𝐺𝐺)  
User B calculate 𝐾𝐾′ = 𝑦𝑦.𝑃𝑃𝐴𝐴 = 𝑦𝑦(𝑥𝑥.𝐺𝐺)  

 
Then the next process is the message encryption process with ECDH which is a variant of 

the Diffie-Hellman algorithm for elliptical curves. The problem he solved was as follows: two 
parties (usually Alice and Bob) wanted to exchange information safely, so that third parties 
could not decipher their code. Next is the ECDH encryption process in Algorithm 2. 

 
Algorithm 2 ECDH encryption algorithm 

Input: 
 

Output: 
1. 
2. 

Domain parameter (𝑝𝑝,𝑎𝑎, 𝑏𝑏,𝐺𝐺,𝑛𝑛,ℎ) 
Private key: 𝑥𝑥,𝑦𝑦 and Public key: 𝑃𝑃𝐴𝐴,𝑃𝑃𝐵𝐵, plaintext 𝑀𝑀 
Chipertext: 𝐶𝐶 
Calculate 𝑆𝑆 = 𝑦𝑦𝑃𝑃𝐴𝐴 = 𝑥𝑥.𝑃𝑃𝐵𝐵 
Calculate C= 𝑀𝑀 + 𝑆𝑆 

 
In this decryption system design, will return the encrypted message to an original message 
again. The decryption process is then performed by reducing the cipher point with the shared 
secret key in Algorithm 3. 
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Algorithm 3 ECDH decryption algorithm 

Input: 
 

Output: 
1. 
2. 

Domain parameter (𝑝𝑝,𝑎𝑎, 𝑏𝑏,𝐺𝐺,𝑛𝑛,ℎ), secret lock together 𝑆𝑆, 
chipertext 𝐶𝐶 
Plaintext 𝑀𝑀 
Calculate 𝑀𝑀 = 𝐶𝐶 − 𝑆𝑆 
Plaintext 𝑀𝑀 = 𝐶𝐶 − 𝑆𝑆 

 
4. Numerical Simulation 
 

The process of encrypting and decrypting messages using the ECDH algorithm using the 
help of a program written by Ashutosh Ahelleya which requires a message mapping table to 
be a point on the elliptic curve. In the encryption and decryption program this message uses 
the elliptic curve cryptography method to determine the point. Example of an algebraic 
calculation for making elliptic curve points, given an elliptic curve equation 𝑦𝑦2 = 𝑥𝑥3 − 5𝑥𝑥 + 3  
mod 149. If substituted value 𝑎𝑎 = 1  dan 𝑏𝑏 = 5  then for 4𝑎𝑎2 + 27𝑏𝑏2 ≠ 0, so 𝐸𝐸 is in the elliptic 
curve. To be able to make (𝑥𝑥,𝑦𝑦) curve points, first determine the elements of the top elliptic 
curve, which are: 𝐹𝐹149 = {0, 1, 2, 3, … , 148} then determine the Quadratic Residue Module to 
determine the elliptic curve group element  which is the set of resolutions from  𝑦𝑦2 = 𝑥𝑥3 −
5𝑥𝑥 + 3  mod 149 for 𝑥𝑥,𝑦𝑦 ∈ 𝐹𝐹149 . The elements inside 𝐹𝐹149  are calculated to determine all 
points in the elliptic curve, for example (𝑥𝑥1,𝑦𝑦1) = (2, 1) and (𝑥𝑥1,𝑦𝑦1) = (8, 37), then 𝑃𝑃 + Q can 
be calculated. Gradient value 𝜆𝜆 = (𝑦𝑦𝑝𝑝 − 𝑦𝑦𝑞𝑞)/(𝑥𝑥𝑝𝑝 − 𝑥𝑥𝑞𝑞) mod 149 = (37 − 1)/(8 − 2) mod 149 = 
6 mod 149 = 6. The value of 𝑅𝑅 = (𝑥𝑥3,𝑦𝑦3) is the sum result: 
 

𝑥𝑥3 = 𝜆𝜆2 − 𝑥𝑥1 − 𝑥𝑥2 mod 149 = 62 − 2 − 8 mod 149 = 26 
𝑦𝑦3 = 𝜆𝜆(𝑥𝑥1 − 𝑥𝑥3) − 𝑦𝑦1mod 149 = 6(2 − 26) − 1 mod 149 = 4 

 
The results of the addition and multiplication operations of all messages into points located 

in the elliptic curve can be seen in Table 1. 
 

Table 1. The encoding of message a point on the elliptic 𝑦𝑦2 = 𝑥𝑥3 − 5𝑥𝑥 + 3 mod 149 
 

𝒙𝒙 (𝒙𝒙𝟏𝟏,𝒚𝒚𝟏𝟏) (𝒙𝒙𝟏𝟏,𝒚𝒚𝟐𝟐) 𝒙𝒙 (𝒙𝒙𝟏𝟏,𝒚𝒚𝟏𝟏) (𝒙𝒙𝟏𝟏,𝒚𝒚𝟐𝟐) 𝒙𝒙 (𝒙𝒙𝟏𝟏,𝒚𝒚𝟏𝟏) (𝒙𝒙𝟏𝟏,𝒚𝒚𝟐𝟐) 
1 (1, 44) (1, 105) 49 (1, 44) (1, 105) 108 (108, 42) (108, 107) 
2 (2, 1) (2, 148) 52 (52, 69) (52, 80) 109 (109, 71) (109, 78) 

4 (4, 14) (4, 135) 58 (58, 23) (58, 126) 111 (111, 2) (111, 147) 

8 (8, 37) (8, 112) 59 (59, 19) (59, 130) 112 (112, 33) (112, 116) 

13 (13, 7) (13, 147) 60 (60, 40) (60, 109) 116 (116, 17) (116, 132) 

14 (14, 12) (14, 137) 62 (62, 51) (62, 98) 117 (117, 18) (117, 131) 

15 (15, 5) (15, 144) 65 (65, 21) (65, 128) 120 (120, 33) (120, 116) 

17 (17, 19) (17, 130) 66 (66, 33) (66, 116) 122 (122, 47) (122, 102) 

20 (20, 30) (20, 119) 70 (70, 20) (70, 129) 124 (124, 44) (124, 105) 

24 (24, 44) (24, 105) 73 (73, 19) (73, 130) 125 (125, 56) (125, 93) 

25 (25, 56) (25, 93) 74 (74, 60) (74, 89) 126 (126, 13) (126, 136) 

26 (26, 4) (26, 145) 80 (80, 58) (80, 91) 128 (128, 54) (128, 95) 

28 (28, 43) (28, 106) 85 (85, 11) (85, 138) 129 (129, 0) - 

30 (30, 35) (30, 114) 86 (86, 12) (86, 137) 134 (134, 32) (134, 117) 

32 (32, 24) (32, 125) 91 (91, 64) (91, 85) 137 (137, 47) (137, 102) 

36 (36, 17) (36, 132) 92 (92, 2) (92, 147) 138 (138, 51) (138, 98) 
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39 (39, 47) (39, 102) 95 (95, 2) (95, 147) 140 (140, 8) (140, 141) 

40 (40, 39) (40, 110) 98 (98, 51) (98, 98) 141 (141, 53) (141, 196) 

41 (41, 46) (41, 103) 102 (102, 62) (102, 87) 142 (142, 69) (142, 80) 

44 (44, 22) (44, 127) 103 (103, 55) (103, 94) 146 (146, 17) (146, 17) 

46 (46, 40)  (46, 109) 104 (104, 69) (104, 80) 147 (147, 68) (147, 81) 

47 (47, 6) (47, 143) 105 (105, 72) (105, 77) 148 (148, 56) (148, 93) 

48 (48, 63) (48, 86) 107 (107, 25) (107, 124)    
 
 
Based on the points on the elliptic curve in modulus p are limited in number, this is di 

erent from the points on the elliptic curve in the realm of real numbers which have many 
infinite points. Where the addition and multiplication between two points will produce points 
located on the curve elliptic too. Figure 2 shows the discrete points on the elliptic curve 𝑦𝑦2 =
𝑥𝑥3 − 5𝑥𝑥 + 3 mod 149 visually it does not seem to form an elliptic curve in Figure 2 below, 
although the elliptic curve 𝐸𝐸 in 𝐹𝐹149 cannot be depicted in the form of an elliptic graph 𝐸𝐸 and 
the summation operations form the Abelian group  𝐺𝐺 = 〈𝐸𝐸, +〉. 

 

 
Figure 2. The points on the elliptic curve 𝑦𝑦2 = 𝑥𝑥3 − 5𝑥𝑥 + 3 mod 149 

 
For example Alice and Bob agree on point 𝐺𝐺(2, 1) as a generator on the elliptic curve 𝑦𝑦2 =

𝑥𝑥3 − 5𝑥𝑥 + 3 mod 149  in Figure 3 

 
Figure 3. Generator point on the elliptic curve 𝑦𝑦2 = 𝑥𝑥3 − 5𝑥𝑥 + 3 mod 149 
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Points that can be generated by (2, 1) can be calculated using the sum of 𝑃𝑃 + 𝑃𝑃 repeatedly. 
First  calculated 𝑃𝑃 + 𝑃𝑃 = 2𝑃𝑃 = 2(2, 1) = (2, 1) + (2, 1) = 𝑅𝑅 as follows. Gradient value  𝜆𝜆 =
(3𝑥𝑥22 + 𝑎𝑎)/2𝑦𝑦1 mod 149 = 3.22+(−5)

(2.1)
  mod 149 = 7. 2−1 mod 149 = 7. 75 mod 149 = 525 mod 

149 = 78. The value of 𝑅𝑅 = (𝑥𝑥3,𝑦𝑦3) is the sum result,  
 
𝑥𝑥3 = 𝜆𝜆2 − 2𝑥𝑥1 mod 149 
     = 782 − 2. 2 mod 149 
     =120 
𝑦𝑦3 = 𝜆𝜆(𝑥𝑥1 − 𝑥𝑥3) − 𝑦𝑦 mod 149 
     = 78(2 − 120) − 1 mod 149 
     =33 
 

The coordinate of point R which is the result of doubling the point P on the elliptic curve 𝑦𝑦2 =
𝑥𝑥3 − 5𝑥𝑥 + 3 mod 149 can be illustrated in Figure 4. 

 

 
Figure 4. The point on the elliptic curve 𝑦𝑦2 = 𝑥𝑥3 − 5𝑥𝑥 + 3 mod 149 

 
In the case of private key exchanges that User 1 and User 2 will do, for example Alice and 

Bob. The first step the two of them have to do is create a shared key but the only channel 
available is unsafe. Therefore, an elliptic curve of 𝐸𝐸 is constructed on a field up to 𝐹𝐹𝑝𝑝 wherein 
E forms a point 𝐺𝐺(𝑥𝑥,𝑦𝑦) on the set of points to be used as a cryptographic parameter. Initially, 
the domain parameters (𝑝𝑝,𝑎𝑎, 𝑏𝑏,𝐺𝐺,𝑛𝑛,ℎ),in the main case or must be agreed upon. Next Alice 
chooses 𝑥𝑥 as a private key (a randomly chosen integer in the interval [1,𝑛𝑛 − 1] and the public 
key is represented by a point 𝑃𝑃𝐴𝐴 (𝑃𝑃𝐴𝐴 = 𝑥𝑥.𝐺𝐺,  that is, the result of adding 𝐺𝐺 to herself), as well 
as Bob chooses y as a private key (a randomly chosen integer in the interval [1,𝑛𝑛 − 1] and a 
public key 𝑃𝑃𝐵𝐵 (𝑃𝑃𝐵𝐵 = 𝑦𝑦.𝐺𝐺, that is, the result of adding 𝐺𝐺 to himself). Then the two public keys 
are 𝑃𝑃𝐴𝐴 and 𝑃𝑃𝐵𝐵  is exchanged, so Alice knows 𝑃𝑃𝐵𝐵 and Bob knows 𝑃𝑃𝐴𝐴. 

Based on the generator in Figure 3 and Figure 4 , it was agreed that Alice chose the private 
key 𝑥𝑥 = 6  and Bob chose her private key 𝑦𝑦 = 11  and then calculated her public key in 
accordance with Algorithm 1, then Alice's public key = (104, 80) and Bob's public key was 
obtained (80, 91) illustrated in Figure 5 
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Figure 5. Public key on the elliptic curve 𝑦𝑦2 = 𝑥𝑥3 − 5𝑥𝑥 + 3 mod 149 

 
 
The next stage exchanged public keys are recalculated to get the secret key 𝑆𝑆, where Alice 

calculates the secret key 𝑆𝑆 as follows 𝑆𝑆 = 𝑥𝑥𝑃𝑃𝐵𝐵 and Bob calculate the secret key 𝑆𝑆′ as follows  
𝑆𝑆′ = 𝑦𝑦𝑃𝑃𝐴𝐴. If  𝑆𝑆 = 𝑆𝑆′ then Alice and Bob now share the same secret key (124, 44). Messages 
that are changed to codes have a public key and a secret key as shown in Figure 6 

 

 
Figure 6. Private key on the elliptic curve 𝑦𝑦2 = 𝑥𝑥3 − 5𝑥𝑥 + 3 mod 149 

 
Elliptic curve cryptographic systems can be applied to messages in the form of points on 

the elliptic curve. Therefore, any message must be coded first becoming a point on the elliptic 
curve. The simplest way is to encode each message character in the ASCII code. Some 
examples of encryption techniques can be seen in [16]-[18]. 

  
5. Conclusion 

The resulting point is based on an elliptic curve test simulation influenced by 𝑎𝑎, 𝑏𝑏, 
and 𝑝𝑝. So the greater the value of 𝑝𝑝, the more points will be generated, but if the value 
of 𝑎𝑎, 𝑏𝑏 the greater the smaller the number of points. Therefore 𝑎𝑎  values  𝑏𝑏  and 𝑝𝑝 are the 
values used to produce curve points. In this work, the calculation results show the 
Diffie-Hellman Elliptic Curve key exchange protocol, in this case the user's private key 
is 6, the user's private key is worth 11 which results in the user's public key (104, 80) 
and the user's public key (80, 91) while the private key to maintaining the resulting 
secrecy is (124, 44). Elliptic curves in GF (𝑝𝑝) or GF (2𝑛𝑛) form groups. The problem of 
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discrete logarithms as can be defined on an elliptic curve, where elliptic curve groups 
are formed by a set of pairs of values that satisfy the elliptic and infinity curve equations 
and an addition operation. 
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